APISIX Setup

Finmars APISIX Setup Guide

Abstract

As result of that instruction you will have proxy to Exante Broker e.g. https://exante-
proxy.client.com where client.com your domain

Prerequisites

Before starting make sure you have the following:

e whH

A machine running Linux with Ubuntu 22.04.

Docker installed on your machine.

A public IP address.

Generated API keys in Exante Account Page

You need to convert APIKey and Secret Key to Basic Auth Token String (Use any public
base64 encoder, in other words it should be base64(api_key + ":" + secret_key) )

Steps to Set Up APISIX

1.

Run the APISIX Docker Container:

docker run -d --name apache-apisix -p 9080:9080 -p 9443:9443 -e APISIX_STAND_ALONE=true

apache/apisix

. Create the apisix.yaml Configuration File:

Create a file named apisix.yaml with your desired configuration.

. Copy the apisix.yaml File to the APISIX Container:

docker cp apisix.yaml apache-apisix:/var/tmp/

Move the apisix.yaml File to the APISIX Configuration Directory:



docker exec -i apache-apisix sh -c 'cp /var/tmp/apisix.yaml /usr/local/apisix/conf/'

5. Reload the APISIX Configuration:

docker exec -it apache-apisix apisix reload

Setting Up HTTPS

If you want your APISIX instance to listen for HTTPS connections, follow these additional steps:

1. Obtain an SSL Certificate:

Get or create an SSL certificate and export it along with its private key to PEM format.
2. Update ssls.yaml :

Put the PEM contents into the corresponding sections of ssls.yaml .
3. Include SSL Configuration in apisix.yaml :

Add the contents of ssls.yaml to apisix.yaml before the #END instruction.

apisix:
node_listen: 9080 # HTTP inbound port
ssl:
enable: true
listen:
- port: 9443 # HTTPS inbound port
enable_http3: false

consumers:
- username: finmars # client name
plugins:
basic-auth:
username: foo # inbound credentials, that you will pass to Finmars IT Team

password: bar

# upstream.yaml

upstreams:
-id: 1

nodes:



api-demo.exante.eu:443: 1

scheme: https

pass_host: node

type: roundrobin

-id: 2

nodes:
api-live.exante.eu:443: 1

scheme: https

pass_host: node

type: roundrobin

# plugin_config.yaml

plugin_configs:
-id: 1
plugins:
basic-auth: {}
proxy-rewrite:
headers:
set: # credentials used to connect to api-demo.exante.eu # Basic Auth string from APl key and Secret
Key
Authorization: "Basic
NDQ3YTIXNzEtYWNKMiOON2QOLWEYOWYtOTk4ZTA5YzQ2NjkOOkJSMUPEQkONUGAXVmxpN2wyeDBW"
regex_uri:
- "~/demo/(.*)"
-"/$1"
-id: 2
plugins:
basic-auth: {}
proxy-rewrite:
headers:
set: # credentials used to connect to api-live.exante.eu # Basic Auth string from APl key and Secret Key
Authorization: "Basic
NDQ3YTIXNzEtYWNKMiOON2QOLWEYOWYtOTk4ZTA5YzQ2Njk0OOkJSMUPEQkONUGAXVmxpN2wyeDBW"
regex_uri:
- " live/(.x)"

_ II/$1II



# routes.yaml

routes:
- uris:
- /demo/md/*/accounts
- /demo/md/*/symbols/*
- /[demo/md/*/summary/*
- /[demo/md/*/ohlc/*
- /demo/md/*/transactions
- /demo/trade/*/orders/*
upstream_id: 1
plugin_config_id: 1
- uris:
- /live/md/*/accounts
- /live/md/*/symbols/*
- /live/md/*/summary/*
- /live/md/*/ohlc/*
- /live/md/*/transactions
- /live/trade/*/orders/*
upstream id: 2
plugin_config_id: 2
#END

Also part if you dont have nginx
proxy

# ssls.yaml

ssls:
-id: 1
snis:
- test.com # hostname where apisix instance is running

cert: |



MIICojCCAYoCCQDobylLjeWcZzANBgkghkiGOwWOBAQsFADARMQ8wDQYDVQQDDAZS
TO9UQOEWIBCNMjQwWNzEYMjE1MjEZWhgPMjEYyNDA2MTgyMTUyMTNaMBMXETAPBgNV
BAMMCHRIc3QuY29tMIIBIJANBgkghkiGO9wWOBAQEFAAOCAQ8AMIIBCgKCAQEAZS5Y
uQvVwF3CFbNIJPk800O7QIKA8UuapWdSKgT59Vgnkk0/7dfUHfP6pOFG8kxQexZBG
uxblD+nCM175p)yjXjd2mzZngtj2E113vVUHOH6hhEO05XLAGrDbBXgHNMZHyh/4xz
quXghoOnv1R0i+OcloudviyDp4BslYBJUONskEihOyUT]JaSUS6zR6Q1aABEVEQgYi
OF9Wyr2t)58jTIrRvFgrsDXeOoyf81diAmWePg4mETanejbaDBhtCQHS8PIIFfUlb
TeqqZXRAdEOkbV2304BfPYPB73Px1bdo0Ou/wGZTTY2DKQwd9QPg8fg0dT8dvegke
3dUUx/XozqekMt3w2QIDAQABMAOGCSqGSIb3DQEBCwWUAA4IBAQANBUBhENkK2zjP5
P9AJ/2cwfrQSB)/Bti5vVW/XAAEAWXOWqpccdsenr9/T8D4n1g55ZjeXhmRWdvSdB
pYbUrOa4lSjpvotxze4dCOhQo2EOQ9XupQZPKbioyZTW]czwgxmccdKLH8u|D2I11Z
e/JKVFFH7Ax09Cz913+o0yfEehPjemb5d)g/HQa+nWCC7ic7tC4mvd72GyGgAUb4e
omhzWfmSsDxQpmJauA6uWO0swfH+Ws+id6YhwArsxgMYcwURQ6L1YeaXKs3kTRnrN
9XVOTt1NQOaHPIBo4kGDujj+aCfH9bReFbwalCV6nS6wDgXuOSWEkKa69hXI3Wzp
gvOmZ+28

MIIEpAIBAAKCAQEAZs5YuQvVwF3CFbNIJPk8007QIKA8UuapWdSKgT59Vqnkk0/7
dfUHfP6pOFG8kxQexZBGuxbID+nCM175pJyjXjd2mZngtj2E1I3vUHOH6hhEO05xX
LAgrDbBxgHNMZHyh/4xzquXghoOnv1RO0i+Oclou4viyDp4BslYBJUONsSkKEihOyUT
JaSUS6zR6Q1aABEVEQYiOF9Wyr2t)58jTIrRvFgrsDXeOoyf81diAmWePg4mETan
ejbaDBhtCQH8PIIFfUlbTeqqZXRAJEOkbV2304BfPYPB73Px1bdo0u/wGZTTY2DK
Qwd9QPg8fg0dT8dvegke3dUUx/XozqekMt3w2QIDAQABAOIBAHZaPQhZr5CRI7tX
mXDZeg+TDKeiNCO1ggG40zM4Ef8A56EuytgszIZKL4AndrS/2+c1SzkfPt9rzio)f
vjrosc3/984n9CQXfOg5hfXiyEu+a9ScVERAWHLIIWNHSqPPd96KAMAZIpWePrsO
mMExejEJw9990Fm)L6th8PHkgTkcbYRKv8K7WnNDIHDUK6iSgOrtyvg2YDgRDDIRv
GS30fHdO5WxQSrgxYdle8aThuKV31gjt3nIfDNinWKHGEMvXbSGU7HGCK61NIK+j
py3lkTZLeoxVaoz5fljdA/aOWDgvIHQBXxtiC)Jd4VGC6xAsLTIgBy9c6cJFdb52NcTCvnjap3DV7PLOZu565nFKECgYEAtVC2Wi3RtdgWvboulHoUBHOw2Nga3HNKrmxb
JxFXaQxvFwrfDSnG2lyWZ+UmGBxxrf8ewxA90mB9u8cCcy]i/KrpKzOnCvUftWV9
MSpLYXEdsgmX4uH88g3QA3pmubumlIFbUhk2gITuGvugmosBQHUMH8NTicjeh/+Lb
YAC7xw0CgYA8rePgM3xCn5U7zZPbvraYa7UZKvmrBAJpnh+0aYVpF4B1SCVJI23V
Ym/xVKzR3K0Q8eKiUOUTV23CeZ1CSIDeDS5Y3yjVmfBaBxIGmF/Z4kuvfTpk2Lns
AjX3slshjCQjfNtVfelgXW+9QDyZbDZpNs5Cfl8/awj0+Mwv/isxVA==

How To Test

Make a CURL request to APISIX proxy

curl -u foo:bar 0.0.0.0:9080/demo/md/3.0/accounts

or open 0.0.0.0.9080/demo/md/3.0/accounts in browser and pass Basic Auth Credentials

Get help

e APISIX Documentation [https://apisix.apache.org/docs/apisix/getting-started/README/]
e Exante Documentation [https://api-live.exante.eu/api-docs/]
e Finmars IT Help: s.zhitenev@finmars.com
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